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'l'his Utah Stuclcnt l)ata Privacy Agrecrncnt ("Dl)4") is cntorcd into by a¡ld Lrctwccn ths
SALT LAKE CITY SCHOQ$ (hcrcirutlicr refbrrcd to as "l.lì4") and NOODLETOOLS, lNC.
(hereinaltcr relcrrcd to as "Clonlractor") on 10lïta01g .'l'hc Partics agrcc to thc
torrns as stntcd hcrcirr.

IìBCITAI,S

WIIBTìI|^S, thc Contractor lt¿¡s agrccd to provide thc Local llducation Âgenoy ("LliA") lvith
ccrtain digital cdt¡cational scl'viccs ("Scrvices") pursuant to a co¡llract datccl
("Scrvicc Agreenrcrrt"); and

WI{trllllAS, in orclcr to pt'ovidc the Scrviccs dcscribecl in thc Scrvicc Âgrcemcnt, thc Contractor
tnay rcccivc or crsÉttc, and tltc l,UA rrtay proviclc clc;cur¡cnts or data that arc covcrcd by scvcral
lbcleral slÍltt¡tcs. arììorìg thctn. the Fanrily Educational Ilighrs and l)rivacy Âct ("1;'ElllrA") at 20
U.S.C. 12329 (34 CFI{ Part 99). Chilclrcn's Onlinc Privacy l)rotcction Àct ("COl)l)A"), l5 U.S.C.
(r501-650(r; Protcction of l'upil ltights Àrncnchrrcnt ("I)PRA") 20 tJ.S.Cl. 1232h; ancl

wHtrlìlìAs, tltc docume¡'¡ts and data transf'crrcd lrom l,lj¡\s and crcalcd by tlrc Contractor's
Scrviccs arc also suLr.icct to tJtah statc student ¡rlivacy larvs. inch¡ding thc tJtah Studcnt l)ata
l)rotcction Act IJCA Scction 53[r-9; ancl

WHBllltAS, l'or thc purposcs ol' this l)P,A, Conlraclor is n school ollicial rvith lcgitirnate
cducaticlltal i¡rlcrests in acccssing llducatiorr Records ¡rursuant to thc Scrvicc Âgrccmcnt fìlr the
linritcd purposes of'this DPA; arrd

Wfllilìli^S. thc l)arties rvish to crìtcr into this DI)A to cltsurc th¿rt the Scrvicc Agrccrncnt
confor¡¡ls to thc rcc¡uircrnents ol'thc privacy laws rcf'clrccl to abor,c atrtl to cstablish irn¡rlcrnutting
proceclurcs ancl dutics: ancl

WI{EllIiAS, thc Contracteir Inay, by signing thc "Ccneral Oflbr ol Privacy Tclrns" (lìxhitrit "li"),
agrcc to allorv otltm LljAs in Utah tlrc opportunity to accc¡rt and cnioy thc bcnefits of this DPA
fbr the Scrvices dcscrillcd hc¡'e in. rvilhout lhc necd to ncgotial.c tcnns in a scparatc DPA.

NOW 't'llll,RItIrOlìIl, fbr gorttl and valt¡able consiclcration, thc partícs agrce as lirllows:

¡\llTlCt,li l: I'tJlìl,OSE ANI) SCOPl,l

l. l'>urposc of I)l'À. 'l'lrc 
¡:ur'¡:ose of' this DI'}A is to dcscribe thc clutics antl rcsponsit'rilitics

to protcct studcnt tlata transrlrittcd to Crlntractor fiont l,liA pursuanl lo thc Servicc Agrcctncnl,
irrcludirrg compliattcc rvith all a¡rplicablc.statutcs. irrcluding thc trlll{l)4. CìOIrlr^. l)lrllA anclother
applicablc tJtah Statc larvs. all ¿ìs mi¡y bc anrendctl fi't¡rr¡ tilnc to tirne. ln pcrlorrning thcse
scrviccs. the Colttrilctor shall bc considcrccl a School Ol'licial rvitlr a legitinratc cclucational
itltcrcst.:tncl perlìrrnting serviccs othcrrvisc providcd by tlrc t-Er\.. With lespcct to thc usc ancl
¡¡raintcltatlce ol Stt¡durt Dat¡. (lontractrlr shall lrc undcr thc dircct colltloI ancl supcrvisiolt ol'thc
t , l l/\,.
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1@''I.hcCorrtraclorhasagrecdtoprclvidedigitalcducational
products and scrvices outlincd in l'lxhi[:it "A".

3. Studcnt D:rta to Rc Providerl. 'l'hc l)artics shall indicatc thc catcgeirics ol stuclc¡lt data to bc

provided irr thc Schedulc ol'Data, attaclted as lìxhi[:it "l]".

4. lllä-llrli¡rifig¡U. 'l'hc ctefìnition of ter¡¡rs uscd in this DPA is lor¡nd in llxhibit "Co'. In thc

cvcnt of a conf'lict, dcfì¡ritio¡rs usccl in this DPÂ shall prcvail ovcr lcr¡n uscd in the Servicc

Agreement.

AII'I'ICLE ll: DATA O\TNERSIIIl' AND ÂUTI{OIIIZBD ACCIISS

l. Student l)nta Pro¡rcrtv of LEA, All Student Data transrnittcd to the Contractor pursuant to thc

Scrvice Agrcct:rcnt is ancl will continue to be ths property ol-thr: student.

X tg.f3nl¿CçC¡t. 'l'he LljA shall cslablish rcasonablc procedurcs by rvhich a parcnt, lcgal

guarclian, or eligible stuelcnt may rcqucst thc opportunity to inspect a¡rcl review Student Dala irt
tþc student's rccordso ¿rncl seek to arlrend Stuclcnt Data thnt arc inacct¡ratc, rnislcading or in
violation of tlre studcnt's right of'privaoy. Cotrtractor shall rcspond in a tirnely tìlattncr (ancl no

latcr than 45 days tionr thc date ol'the requcst) to the l,llA's requcst lor Studcnt Data i¡l n

str¡dent's rccorcls helcl by thc Contractor to vielv or correct ¿ts ncccssaty. l¡l the evcnt that a pûlcnt

of a studcnt orothcr individualcontacts the Co¡rtractor to rcview any of thc Studcnt Data acccssccl

pursuânt to thc Serviccs, the Ct¡¡rtrrctor shall ref'cr thc parcnt or indiviclual to the l,llA, who will
l'ollow thc ncccssary and propcr proccdures rcgarding the rcqucsted inftrnnation.

3. 'l'hird tlnrtv llecucst. Shoulcl a 'l'hird Party, including law enlbrcclncnt and governtìtotlt

cntitics, rcqucst clata hcld by the Contractor pursuanl to thc Scrvices Agrcetnent, tltc Contraclor
shall reclirect the 'l'hird l)arty to requcst thc clata dircctly lron the LE¡\. Contractor shall notily thc

l.l.iA in aclvancc ola compèllcel clisclosurc to a'l'hird Party. Contractot'shall sharc Student Data

with law cnlìrrcemcnt il'rcquired by law or court order.

d SFhprocmsors. Contractor shall entsr into rvriltcrt agrcsmcnls with all Subprocessors

perforrning lhnctions pursuant to thc Servicc Âgrcemcnt, whereby thc Subproccssors agrcc to
protect Stuclcrrt l)at¿r in fl rnanncr corrsistent rvith thc tcrnrs of'this DPA. Conlractor shall provitlc

tlrc I-EA witlr a description ol'thc sub¡rrocessors or types ol'subproccssors who havc nccess to the

l,ljA's stuclcnt data ancl shall updatc thc list as ncw subproccssors are acldecl.

^IITICLII 
III: DU'I'IlìS OF' CON't'llÂC't'OR

l. Privacy CnmLliancc.'l'hc Contr'¿rctor shall cornply rvith all applicablc statc ancl fcderal larvs

ancl regulations pcrtairring to data ¡rrivacy ancl sccurity, inclucling F[¡{PA,, COPPA, PPI{A and all
othcr tJtah privacy statutcs as they rclatc to the r.:ollcction, usco storag$, ol sharing of student data,

2. Ar¡thorir.crl Usg. 'l'hc data sharcd pursunnl 1o the Scrvicc Agrccmcnt, including persistent

runique idcrrtifiers, shall be used lbr no purpo¡;c other than the Scrviccs stâted in the Service
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Agrccment and/or othcrrvisc authorized r¡ndcr the statutcs refèrc¡lccd in thc ¡rrior subsection.
Contractor also ¿¡cknowlcdgcs and agrccs that it shall ¡lol rnake any rc-disclosurc of'any Studcnt
I)ata.

3. Enr¡rloyce Ohlig¡rtion. Contractor shall rcquitc all crnployees and subproccssors rvlro havc
¿rccess to Stuclcnt l)ata to corr¡rly rvith all applicablc ¡:rovisions ol'this DPA rvith t'cspcct to the

dati¡ shared unclcr the Scrvicc Agrcctncnt.

4. Usc of l)c-itlcntifîcd inform¿rtion. Dc-idcntilìcd inlìrnnation nray bc t¡sed by the Contractor
lbr thc purposcs of' dcvelo¡rnlcnt, reseâr'ch. and inrprorncmcnt of' cclucational sitcs, serviccs, or
applications. {ts :tny other rncnrbcr of thc public or pârty rvould bc ablc to usc dc-idcntifìcd data
pursuantto 34 Cl;l{ 99.31(b). Contractorlgrccs not to ¿ìttcrnptto rc-iclcntify clc-idcntif'rcd Str¡<lcnt

Data.

5. I)is¡rosition of l)nta. LJpon rvritten reqücst Contractor shall disposc or de letc all Stt¡dcnt l)ata
obtaincd undcr thc Scrvicc Agrccmcnt rvhcn it is no longcr nccclcel l'or the purposc fbr rvhich it
was obtained. 'l'hs duty to clispose o,'Studcnt Data sh¡ll rrot cxtcrrd to data that has bccn dc-
idcntil'icd.ï'hc l-llÂ may cnr¡rloy â "Rcc¡ucst for Rcturn or Dcletion tll'Student l)atit" fbrm, a copy
ol' rvhich is attachcd lrcrcto as Exhitrit "D". l.lporr rcceipt ol' a rcquesl liotn thc L[ì4. thc
Conlractor rvill inrmcdiatcly plovide thc l,llÂ, rvith any spccil'iecl ¡lortion ol- thc Studcnt D¿rta

lvithin l0 calcntlar days of rcccipt ol'saiclrcc¡uest.

ó. Âtklitional ¡\cccljabls Uses of Studcnt Data. Clontractor is plohibitcd f'rorn usirrg Studcnt
Data for any scconclary usc not clcscribcd in this agrccmcnt cxctpt:

a. ltrr aclaptive learning or custouriz.ecl studcnt leartting purposcs;
b. to markct an cclucational a¡r¡rlication or ¡lroduct to a parcrlt or lcgal guardian ol' it

str¡dcnt il Contractt¡r did not usc Data. shared by or collcctcd pcr tltis Contracl, to
markct the cducational application or product¡

c. to r,lse ¿r rcco¡nrncndation engine to rccolrttncnel to a studcllt
i. corrtcnt thnt relatcs to lcarnirrg clr cmployrncnt, within thc third-parly

contractor's intemal applicatiorr, if'thc rcconl¡ttett<iation is not ¡notivatcd by
paymcnl or other considcration frorn a¡lother pany; or

ii. servicss that rclatc tcl learning or crnployrncnt, lvithin the thiril-parly
contr¿lctor's internal application. if'thc rccourrlrcndation is not motivatcd by
paymcnt or other consiclcration lì'orn another party;

d. to respond to a studcnt rcqucst lor inf-orrnation or lbctlback. if'thc content of'thc
rcspoltsc is not nrotivated by paynlcnt or olltcr conside ration lrom anothcr party.; ancl

c. to r¡sc Datâ to allow or irn¡rlovc opcrability and firnctionality ol' thc third-party
conlrarJtt)r's illtcrnrl application.

All'flcl,ll IV: DATÄ PIIOVISIONS

l. Data Sccurity. 'lhc Co¡rtr¿rctor aglcos lo abidc by and rnaintain adcc¡uate data sccurity
nrcasurcs. colrsistc¡rt rvith standards ancl bcst practiccs rvithin thc cclucational tcchnology industry.
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and to protcct Stuclcnt Data liom unar¡thorizcd disclosurc or ac<¡ttisition by nn unâuthorizËd

porson. Thcsc meast¡rcs shall includc, but arc rrot limitcd to:

tL Passryords and Bm¡rloyee Acccss. Colltractor shall sccure uscrn¡¡mes. passrvortls,

and any othcr mcans ol'gainirrg ûcccss to thc Scrviccs or to Studc¡tt l)ata. Contlactor

shall ónly provicle ¿ìccess to Stuclcnt Data to employces or contractors that are

pcrl'orming the Scrviccs.

h sccurity Protocols. Both parties agree to mai¡ltain sccurily protocols that mcet

i¡rclustry slanclards in thc transfer or transmission ot'any data, inclucling cnsuritlg that

clata may onty be viclccl or acccssed by partics legally allowcd to do so. Contractor

shall mainlain all data obtainecl or gcnerated pursu¿utt to thc Servicc Âgrecntcnt in a

sccure digital cnvironrlcnt and not copy, reproduce, or transmit clats obtaincd pursuant

ro thc Scrvicc Agreenrcnt, cxcepl ¿rs nsccssary to f'ulfìll tltc purposc of'data rec¡ucsts by

t.tiA.

c Sccurity 'I'echnology. Contractor shall cmploy internct industry stândard

lneäsures to protect datn lì'om unat¡lhorized acccss whilc thc data is in transit or at rest,
'l'he servicc sccurity tne¿tsures sh¿rll includc scrver authcntication and data cncryption'

Cçntractor shall host data pursuant to the Servicc Agrccment in an c¡tvironmer¡t using a

f irclvall th¿rt is updatccl according to industry standarcls.

d Àurlit lìights. lJporr rcasonablc notice. attd at thc rcc¡uest of tho l.,EA, thc l,l'iA or

thc LEA's clesignee rnay audit the Contractor to verify contpliancc rvith this DPA, as

rcquired by thc tJtah Sttrdent Data ltrotection Act'

Z D¡la_B¡¡nCh. ln thc cvent that Contractol cliscovcrs tltat Studc¡rt Datr¡ hus been acccsscd or

obtained by an unauthorized individual, Contractor shall providc notifìcation to LllA within a
rcasonablc ¿u¡ount ol'timc of the incidcnt, lltlt to excccd 72 hours.

i\Iì'IICLA V- GITNBI{.A[, OFFER OI¡ PRMCY I'ERMS

Contractol.may, by signing tho attaohed lìornr of Gencral Ol'fer ol'Privacy Tcnns in fxhibit "E",
bc bouncl by the tcrnls of this DltA to any othcr I.llA who signs tlte aoceptallct otl in said tìxhibit'

AIIT'ICLn VI : MISCELLANEOUS

l. Tcrm. 'l'hc Contractor shall lrc bound by this Dl)À l'or thc duration of thc Scrvice Agrcctnent

or so long as the Conlractor maintains any Stuclcnt Data.

2. Terminntion. tn thc event thal cither parly seeks to terminatc this DPA, they may do so by

rnutual writtcn conscnt so long as thc Scrvice Agreetnent has lapscd or has besn tcrminatcd. LEA
shallhavc thc right to tr:nninatc thc DPA an<J Servicc Agrccmcnt in the event of a matcrial breach

ol'thc tcrnrs of'this I)l)4.

3, Effcct of Terrninatian Survivnl. If thc Scrvice Agrccment is tcnninatcd, tltc Contractor shall
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dcstroy all of LEA's data pursuant to Article IIl, scction 5 abovc.

4. Prioritv of Agrccmcnts. This t)PA shall govcrn lhe trcatnrcnt ol' studcnt data in ordcr to
comply with privacy protectiorts, itroluding those lbund in FDRPA and all applicablc privacy
statutcs identified in this DPA. ln tlte event thorc is conllict bctwccn the DPA arrd the Scrvicc
Agrccment. the DPA shall apply ¿rnd takc prcccdcncc. llxccpt as dcscribcd in this paragraph
hercin, allother provisions of the Scrvice Agrccmcrrt shall re¡nain in effect.

5. ñtli$e. All noticcs or other comnrt¡nication rcc¡uirccl or pcnnittcd to bc givcrr hereundcr ntust
be in rvriting and givcn by pcrsclnal dclivery, or c-nlail transrnission (if contact information is
providcd for thc spccilic modc ol dclivcry), or tirst-class nrail. postage prepaid. sent to thc
designatcd representativcs below:

¡r. Dcsignatcd lìcpresentatives

Thc clcsignated rcprcscntative f'or thc I-EA for this Agrccment is:

Nnrns:
'l'itle:

Contact lnlbrrrratiorr

'l'hc dcsignated rcprcscntative for thc Contractor lbr this Agrccmcnt is

Nanfe: Damon Abllock

'l'itlc: President

Contact Inf'ornration :

PO Box 602'14

Palo Alto, CA 94306

damon@noodlotools.com

b. Notification of Acccptttncc of Gcncr¿¡l Offcr of 'fcrms. lJpon cxccution of l]xhil¡jl
1fl, Gcncral Offer of 'l'crtns, Subscribing LIIA shall provide not¡cc of such acceptuncc
in writing arrd givcn by personal dclivcry, or c-lnail transmission (if contact
infonnation is providccl lor the specifìc mode of dclivcry), or first-class mail, postngc
prcpaid, to thc designatcd rcprese¡ltativc bclow.

'fhe dcsignatcd rcprcsctttativc for noticc of acccptancc of thc Gcncral Offìcc of l)rivacy'l'crms is:

N¿¡mC: Damon Abilock

'fi1ls1 President
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PO Box 60214

Pålo Alto, CA 94306

damon@noodlotools.com

6. Itntire Âgrrcmen{. 'l"his DPA constitutes tlrc cntirc agrecmcnt of thc parties re¡at¡ng to the
sub.icct mattcr hcrcol'¿rnd supcrsedcs all prior communications, represcntations, or agrcoments,
oral or rvrittcn. by thc partics relating thcreto. 'l'his DPA may bc amcndccl and thc obscrvance ol
any provision of this DPA rnny be rvrived (cither gcnerally or in any pârl.icular i¡rstancc and

cither retrorctively or prospcctively) only with thc signccl writtul consent of'both pûrties,

7. Scverahility, Any ¡lovision of this l)l'A that is prohibited or unenfì¡rccable in any juristlictiirn
shall, as to such juriscliction, bc inef'lcctive to the extc¡rt of such prohil:ition or uncnfbrccability
rvithout invalidating the renlaining provisions ol tl¡is DPA, and any such prohibition or
urre nlbrceability in any jurisdir:ti¡:n shall not invalidate or rcndcr uncnfi:rceablc such provision in
any other jurisdiction. Notwithstanding the fbregoing, if such provision could lrc rnore narrowly
drarvn so as rlot to [:c prohibitcd or unc¡llorccable in such juriseliction rvhile, at thc samc timc,
rnaintaining the intc¡lt of'thc parties, it shall, as to such jurisdiction, be so narrorvly elralv¡r rvithout
invaliclating thc rern¡ining provisions oI this l)l)A or al'f'ccting thc valiclity or cnfìrrcsability of'
such provision in any otherjurisdiction.

8. (ìovcrnin¡! l,arv: Vcnuc nntl .Iurisdiction,'l'l{ls l)PA Wll-L Btì COVEITNED t}Y AND
coNSl'RUtìt) tN ACCORDANCIj Wtl't-t ]'t-tE t,AWS Otì THrl S'fA1'ti Or I"J'|AIt,
wt't't-toul' ¡tEGAIìt) 't'o c()NFt.lc't's oF l.Aw l,lr,lNcil)t.tis. ËACt¡ PAIì'|'Y coNsnN't's
AND SUBMI'I'S 1'O 'I'IJII SOI,I] ANI) I]XCI-,I'JSIVI].'URISDIC'I'ION 'I'O'THE SlA'I'I1 AND
FEDIiIIAI, COUR'|.S OII U]'AII IìOI{ ANY DISPUI'IJ ARISING OU'I'OF OR IIIJLAI'INC TO
.fI.IIS 

SERVICI] ACI{IJEMI:]N'T OIì'fII¡] TRANSACI"IONS CONTI]MPI,ATIìD I"II]RI]¡}Y.

9. Authority. Contractc¡r rcprcsents that it is authoriz.ed 10 bind to the ternrs of this DPA,
including conficlentiality ancl destrr¡clion ol Student l)ata and any portion thcreof co¡rtainecl
thercin. all rclatcd or associatccl institutions, inclividuals. crnployces or colrtractors who may havc
acccss to thc Student Drita antl/or any ¡lnÍion thcreof, or may orvn, lcasc or control equipment or
lìrcilities of any kincl:,vhere thc Studcnt Data artclportion thcrcolstored, nraintairrcd or usccl in any
rvay" Contraclor agrccs that any purchascr of thc Conlractor shall also bc bound to this Dl)A.

10. Waiver. No delay or omission of'thc LIiA to exercisc any right hcrcundcr shall bc co¡rsuuecl
as a waiverof'any such right and thc l,lìA rcscrvcs thc right to cxcrciss any suclr right froru timc
to ti¡nc, as oltcn as rnay bc dccrncd cxpcdient. l,liA hcrcby rvaives ancl rcleases any and all clai¡ns
against the LJtah Statc lloard of llclucation nncl/or its rncmt:crs, dc¡rartrncnts, offÌcc. ancl staff
(collcctivcly, "USllli"), lor tJS[]E's ellbrts and conduct rclatsd to the ncgol.iations and/or
for¡nation of'this DPÀ.'l'hc p¿ìrties agrcc fhal TJSBE is nol an îgent nor fl rcprcscntÍ¡tivc of I-ßA
in thc lonnûtion or cxecution ol'this DPA, and that 1.,ËA rregotiatecl rvith Contractor at arm's
length in thc crcatio¡l ol'lhis DI'A. tJSlllì is thus not rcsponsiblc or liablc to eithcr party unclcrthis
DPA, and owcs no tluty to eithcr party under this DPA.

10, Succcssors llor¡nd. 'fhis Dl'A is ¡nd shall be binding u¡ron tltc rcspcctivc succcssors i¡r

intcrcst to Contraclor in thc cvent ol' a nlcrgcr, acc¡uisition, consoliclation or other business
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reorganization or sale of all or substantially all of thc ¡¡ssets of such business.

IN WITNESS lryHEREOF, the parties have executed this Utah Student Data Privacy Agreement
as of the last day noted bolow.

Contractor: NOODLETOOLS, lNC.

\
BY

Printed Name . Damon Abilock
Titlo/Position:

. 10171201 I
President

SALT I-AKE CITY SCHOOL DISTRICTLocal Education Agency:

BY: Date:

Printed Name Title/Position:

I

Janet M. Roberts Business Administrator

DocuSign Envelope ID: 3B734B80-78D5-41A2-9D0D-F001F303EB72

10/11/2019



TXI.IIBIT "A''

DnscRIPTION ()F SII|ìVICRS

NoodleTools is a web-based research platform designed to assist students with citing
sources, taking notes, and organizing research.

I
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Studcnt school
cnrollnrc¡rt X

Studcnt gradc
lcvel
I-lorneroo¡¡
Cuidancc
cot¡nsclor
Spccil'ic
curriculurn
progrûrïrs

Year ol'
graduatiorr X
Othcr
cnrollnlcnt
inf'ornlaticlll-
Plcasc stlccify

l)arent/Guardiun
Contact

Infbrmation

Addrcss
llnrail
Phonc

ParcnllGuardian
It)

Parcn{ ll)
num[:cr (creatcd

t0
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Category of
Data

0lemcnts

Chcck
if uscd

by your
svstem

to link pnrcnts
to students)

Parent/Guardinn
Namc

First and/or
Last

Schcclule

Stuclcnt
schcclulccl
cöt¡rsc$
Teachcr rlilmes

Spccial
lndic¿rtol'

English
languagc lc¡rner
inl'onnatio¡r
Low inconrc
status
Medical alcrts
/health clata

Studcnt
disability
i¡rlornratiou
Spccializecl
education
scrr,iccs (ll,.,l'or
504)
l-iving
situaLiclns
(honrclcss/fbstcr
carc)
Othcr indicntor
inf'ormation-
Plcasc snccif y:

Student Contact
lnl'ornlntion

Adclrcss
Email x

Phone

Studcrrt
Identilicrs

l-ocal (Scltool
district) ll)

Category of
Dats

Blenlents

Check
if uscd
by your
sYstem

number
State lD ¡rumber
Vendory'App
assigned stuclcttt
lD nurnber
Studcnt app
uscrname X

Student app

nasswords X

Sludcnt Nanrc
l:irsl and/or
Last x

Stuclcnt In Âpp
Perlonnancc

Program/applicn
tion
perfbrmancc
(typing
progran'r-sludt: nt
types 60 rvpnr,
rcading
program-stuclcnt
rcads below
sradc leve[)

Student
Program
Mcrnbershi¡:

Academic or
extracurricular
activities a

studcnt rnay

belong to or
narticioate in

Str¡dent Survcy
[(esponscs

Stuclent
responscs to
srlrveys or
clucstionnaircs

StudEnt work

Student
gcneratcd
content; rvriting,
picturcs ctc.

X

Other studcrrt
work data -

il
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Category of
D¡ta Elements

Check
if used

by your
system

Pleasc snecifv

'l'ranscript

Stuilcnt coursc
gradcs

Student coursc
data

Studcnt coursc
gradcs/pcrformir
ncc scorcs

Othcr transcript
data -Please

specily:

Transportation

Studcnt bus
assignment
Studcnt pick up
and/or drop olï
location
Studcnt bus cn'd
ID rtun.tber

Othcr
transportation
data -Pleasc

soccil'v:

Othcr

Plcasc list cach
additional data
elctnent usctl,
storcd or
collectcd by
your apnlicatio¡r

No Student Data Collccted at this tintc _
+Contractor shall imnrediately notify t,UA if
this
designation is no longer applicable.

O1'l"lllll: Usc this box, if morc space nccdcd
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ICXI"fIRI'I' 'TC''

DEnNtl'rONS

Contractor: For purposEs of the Scrvicc Agreemcnt, the tcnn "Contraclor" mcans Contractor ol-

digital cducutiolral sol'trvrrc or services, including cloucl-baseel scrviccs, lor thc cligital storage.

mûnagement, and rctricval of pupil reconls. 'ü/ithin the l)l'A thc tcrm "Contractor" includcs thc

tcr¡n'o'l'hird Party Contlactor" as uscd in ths Stuclcnt Data Protcction Act and "Opcrator" as usccl

in COPPA.

Dc-Identifîctl Informrtion (DtI); Dc-lcientilìcation rclers to thc process by which thu

Contractor rcmovcs or otrscures any Personally ldcntilìablc lnfornration ("PII") f'rom Education
I{ccords in a way that rcmoves or minimizes ths risk of disclosurc of thc idcntity of thc
individual rnd infbrmation atrout thctn.

Iiducatir¡n llecortls: Eclucational ltecords are olficial rcoords, fìles anclclata directly rclated to

a student and nraintained try thc school or local cducation agency, inclucling but not lirnitcd to,
rccords encompassing all the mâtcrial kcpt in tlrc student's cumulativc lblder, st¡ch as gcneral

ictcntilying data, rccords ol'attenciance and ol'acaclsmic wt:rk conrpletecl, rccords ol'achicvement,
arrrl rcsults of'evaluative tcsts, hcalth data, disciplinary slatus, tcsl protocols ancl individualizcd
education programs. F'or purposcs of this DPA, Educ¿rtion lìecords arc rsferrcd to as Student
Dnta.

Pcrsonally ltlentifiablc lnformation (l'lI): 'l'hc tcrms "l)crsonally lclentifìablc lnl'ornration" or
"l)ll" has thc s¿rnre nrcaning as that l'c¡und in [J.C.A $ 53ti-9-301, ancl inclucles both direct
idcntifìers (such ns a stuclcnt's or other lanrily lncmbcr's nanre, addrcss, studcnt nurnber, or
biometric numbcr) and inclircct iclcntilicrs (such as a stuclcnt's datc of birth, placc of birth, or
mother's nraide¡l name). lndirect identil'icrs that constitr¡tc Pll also include mstadata or other
infor¡r:ation tlrat, alone or in co¡¡bination, is linkcd or linkablc to a spccifìc studcnt that rvould
allow a rsasonablc persoll in thc school community, who docs not have personal knowlcdge of'
thc rclevant circr¡ntstanccs,1o idcn{ily the student rvith rcasonablc certainty. For purposcs of this
DPA, Pcrsonally ldentifiablc Inl'<rnîation shall include ths câtegories of inl'ormation listcd in thc
clelinition of' Student Data.

Student Generatcrl Contcnt: 'l'hc ternl "student-generatcd corrtcnt" msans matcrials or contcnt
crcatcd by a stuclcrrt during and ltrr the purpose ol'cducation including, but ¡lot linrited lo, cssays,

rcscarch reports. portfblios, creativc rvrilittg, music or othcr audio liles, ¡rhotographs, vidcos, and
account inl'ormation that cnables ongoing owncrslrip of studcnt conLcnt.

R277-487, Public School Dat¿¡ Conlìrlcntiality and l)isclosure: 'l'he implcrnentirrg Rulc
authorizcd by titah Constitution Articlc X, Scction 3, whiclr vests gene ral control and
supervision over public eclucatio¡r in the lSoard, and further authorities thc Board to rnake rules to
establish studcnt data protcctiorr standards I'or public cducatiorr, pursuarìt to Sutrscction 538-9-
302(l) of thc Utah Studcnt Data l)rotection Âct.

Scrvicc Âgrccmcnt: Rcf'crs to thc Contract or Purchasc Order to which this Dl'}A supplcmcnts

l3
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an<J modifìcs

School Official: For thc purposes ol'this Âgrecrnent and ¡rursuant to 34 CFtì 99.31 (B), a School
Off icial is a contractor that: (l) Pcrlbrrns an institutional scrvice or h¡nctitu lbr which thc agcncy
or ir:stitution rvould otherwise usc cmployccs; (2) Is undcr thc clircct control of thc agency or
ittstitution rvith rcspcct to thc usc and ¡nai¡rtcnancc of ctlucatioll rcctlrds; anct (3) Is sutrjcct to 34
CFR 99.33(a) govcrning tltc usc and re-clisckrsurc ol pcrsonally idcntilìablc information front
llducation Rccords.

Studcnt Data: Studcnt Dat¿l means pcrsonally identifiable inl'onnation, rvhctller gathered by
Contractor or providcd by l-liA or its r¡scrs, students, or studcnls' parcnts/guardians, that is
dcscriptivc of thc studcnt including, but not limitcd to, inl'onnation in thc stuclcnt's cducational
record or email, lirst ancl last nanrc" homc addrcss. tclcphonc nurnbcr, crnail addrcss, or otlrcr
infbr¡nntion allowing o¡rlinc contact, disciplinc records. videos, tcst results, special cducation
data, juverrilc dcpcndcncy rccords, gradcs, e vrluations, crirninal rccords, rrrcclical rccortls, hcalth
records, social sccurity nuntbcrs, biourctric inlormation, disabilitics. socioccono¡nic inf'ormation,
l-ood purchases, political allìliations, religious i¡lfornlation tsxt ¡r'¡cssagcs. documcnts, studcnt
identi{ìcs, search activíty, photos, voicc rccordings or gcolocation infonnation. Student Data
shall constitute liducation llccords lbr the purposcs of'this Agrccrncnt, and l'or thc purposes ol'
Utah :rntl fbderal larvs and rcgulations. Studcnt Data as specilÌcd in llxhibit "lì" is confirmcd to
be collectcd or proscssed by the Contractor pursuant tr: the Scrviccs, Studcnl Data shall not
soltstittttc that inl'orrnatio¡r that has [:ccn anonynrizcd or clc-idcntilìcd, or ¿utot"tyn-lous usage clata

rcgarcling a studcnl's use ol'Colltractör's serviccs.

Subscribing LIIA: Ân l.,l:.l\ that wus not party to thc original Scrviccs Agrccmcnt and who
acccpts thc Contractor's Ccncral Oll'cr of Privacy 'l'err¡rs.

Sub¡rroccssor: lror the purposcs o[ this r\grcemcnt. the tcrnl "Subproccssor" (somctimcs
rcfenccl to as tho "Subcorttractor") nrcans a party othcr thun LEA or Contractor, lvho Contractor
uses fi¡r data collcction, arralytics, storagc, or othcr scrvicc to opcr¿rtc and/or irnprove its
stlfìlvarc, and who has acccss to Pll.

Targctcd Advcrtising: rììcarìs prescrrting advcfliseme¡ìts to a stutlcnt whcro the advcrtisc¡nent is
selectcd bascd on irrfbr¡nation obtaincd or i¡lfcrrcd ovcr tinre fronl that studcnl's onlinc behavior.
usagc ol applications, or stuclcnt data. 'fargctccl advcrtising clocs not includc aclvcrtising to a

studcnt (i) at nn orrlinc location bascd upon that student's current visit to thnt locatio¡u or (ii) in
respon$c to tltat studc¡rt's rcquc$t lor infiormatio¡r or fccclback. rvithout rctcntit¡¡r of th¿¡t studcnt's
onlinc ¿ctivitics over timc lìrr thc purposs of targcting subscqucnt *ds.

Utah Studcnt D¡rtr Protcction Âct (Utah'l'itlc 53ll-9-301 through 53lj-9-310): Mcans rlrc
applicablc Utah rcgulatiorts rcgarding student data, as h¡rthcr im¡llcmcnted by the Su¡rcrintentlcnt
pursuant to tì277-487.

l4
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F,XHIRTT '(II''

DIRECllVIl FOR DISPOSITION OF S]'UDENT DA'I A

[Name or District or LËA] dirccts fNnme of ContractorJ to disposc of data obtained by
Contractûr pursuant to the tenns of thc Servicc Agrccment betwecn LËA and Çontractor. 'fhe

terms of the Disposition are set fbrth bclorv:

Authorized lìeprescntativc of LEA Date

Veri fication of Disposition oll Data
by Authorized Representative of Contractor

Thc categories of data to be disposed of

Disposition extends to all categories

as follorvs:

Extent of Disposition

tion shsll bc

Nature of Disposition

shall be by:

of data.'l'he data shall be transfcrred as

forth in an attachment to this Directivc. Following
firmatio¡r from I.EA that data was successf'ully

Contractor shall destroy or delete all

ion or dclction of data.

shall bc disposcd of by the

Timing of Disposition

llowing date:

As soon as commcrçially practicable

Special lnstructions

(lnscrt Date)

t5
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}..XIIIIìTT ..FN

GËNERAL OIìFER OII PIIIVACY'TERMS

SALT LAKE CITY SCHOOL DISTRICT

l. Olfcr of 'I'crms
Contractor olf'crs thc same privacy prctcctions fbund in this DPA between it and [Narne ol'l,tlA]
and which is dated [Enter Date] to any othcr LliA ("Subscribing LEA") who acccpts tlris
Cencral Of'lbr though its sigrrature below. "fhis Ccneral Offcr shall extend only to privacy
protections and Conlractor's sigrraturc shall not neccss¿n'ily bincl Contractor to othcr tcrms, suclr
rs price , te nn, or scheclr¡le ol'services, or to r¡ny othcr provision not addressed in this DPA. 'l'hc

Contractor nnd tl¡e other LEA nr*y also ägrec to chrnge thc data provided by LEA to thc
Corrtractor in Exhibit "8" to suit the uniquc ncccls of ths LliA. The Contractor rnay withdralv thc
Ceneral Olfbr in the event of: (l) a materialchange in the applicable privacy statutes;or (2) a
nlatcriiìl change in the services ancl proclucts sub.iect listcd in thc Originating Service Agrecrncnt.
Contractr¡r shall notily the Utah State lloard ol Education (privacy@schools.utalr.gov) in thc
cvcnt it rvithdmrvs Exhibit E so that the rvithdrarval rnay lrc disseminated to the LEAs.

NOO
'octþ

DLETOOLS, INC

c.-
PrintccJ Namc Damon Abilock 't.ittc/t)osirio,.,. Presid ent

2. liubscribing LEA

A Subscribing Lli:A, by signing ¿l scprrratc Scrvico Agrccmcnt lvith Contractor, artd by its
signaturc bclow, acccpts the General Of fer of l)rivacy 'l'erms. 'l'he Subscribing l,liA and thc
Contractor shall thcrefore be bound by thc sarno tcrrns of this DI'}A.

subscribing I-uA' subscribing LEA

llY I)atc

Pri¡rtcd Nanrc 'l'itlclPosition

TO {CCR,PT TI{I¡ GF'NFRAT. OFFTT.¡ì. T}III SIIIìSCRTRTNG I F'4. MT1ST NrI IVNR
TI.IIS SIGNRIì TIYT¡IIIIT TO THÎ, PITIISON ANTì TTMAII. ANNRNSS I.ISTITN BFI OW

Nrm .,. Damon Abilock

Titlc: President

linruit Art¡trcss: da mon@nood letools.com

Cont
uY: Datc: 1 An 12A19

ll¡
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